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Plaintiff Sony Computer Entertainment America LLC (“SCEA”) hereby alleges as

follows:

NATURE OF THE ACTION

1. This is a complaint for injunctive relief and damages based on Defendants’
unlawful circumvention and distribution of circumvention devices in violation of the Digital
Millennium Copyright Act, 17 U.S.C. § 1201, et seq.; violations of the Computer Fraud and
Abuse Act, 18 U.S.C. § 1030, et seq.; contributory copyright infringement arising under the
Copyright Act, 17 U.S.C. § 501, et seq. (Copyright Act); as well as related state and common
law claims for violation of the California Comprehensive Computer Data Access and Fraud
Act, Cal. Penal Code § 502, et seq., breach of contract, tortious interference with contractual
relations, trespass and common law misappropriation. |

2. On information and belief, Plaintiff SCEA alleges that each Defendant,
individually and in concert with the other Defendants has (1) circumvented effective
technological protection measures that SCEA employs to protect against unauthorized
access to and copying of SCEA’s proprietary PlayStation® 3 computer entertainment system
(“PS3 System”), and other SCEA copyrighted works, and (2) trafficked in circumvention
devices and components thereof that enable unauthorized access to and copying of one or
more PS3 System and SCEA’s other copyrighted works. SCEA further alleges that each
Defendant, individually and in concert with the other Defendants, has intentionally accessed
one or more of SCEA’s PS3 Systems without authorization and/or trafficked in passwords or
similar information used to gain access to the system. In connection with the foregoing, each
Defendant, individually and in concert with the other Defendants, violated multiple federal
and state acts and common laws, and has caused, and unless enjoined will continue to
cause irreparable injury and damage to SCEA.

PARTIES

3. SCEA is a Delaware company with its headquarters and principal place of

business at 919 East Hillsdale Boulevard, Foster City, California, 94404. SCEA is engaged

in the business of marketing and distributing computer video game console hardware and
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peripheral accessories and developing, marketing and distributing video game software.

4. On information and belief, Defendant George Hotz (“Hotz") a/k/a Geohot is an
individual residing at 20 Cornelius Way, Cambridge, MA 02141. |

5. On information and belief, Defendant Doe 1 is an individual residing in San
Francisco, California. Doe 1 is known on the Internet by the moniker “Bushing” and will be |
referred to herein by that name.

6. On information and belief, Defendant Hector Martin Cantero (“Cantero”) is an
individual residing at Samano 74A Num.24, Samano, Cantabria 39709, Spain.

7. .On information and belief, Defendant Sven Peter (“Peter”) is an individual
residing in Hungary. |

8. On information and belief, Defendant Doe 2 is an individual residing in the
Netherlands. Doe 2 is known on the Internet by the moniker “Segher” and will be referred to
herein by that name.

9. SCEA is unaware of the true names and capacities of the other Defendants
named as Does herein (the “Other Doe Defendants”). SCEA is informed and believes and
on tha;t basis alleges that each of the Other Doe Defendants is legally liable and responsible
directly or indirectly for the matters alleged herein. SCEA will seek leave to amend this
Complaint to show the true names and capacities of the Other Doe Defendants when, and if,
they become known.

10. By working together, cooperating with one another, expressing a common
interest, publishing instructions and demonstrations that induce and encourage fellow
Defendants to engage in the unlawful conduct alleged herein, and by ratifying fellow
Defendants’ unlawful conduct by announcing such conduct with approval and encouraging
the furtherance of such conduct, Defendants joined and participated in a tortious scheme to
commit the acts alleged herein in furtherance of a conspiracy.

11.  Defendants were aware of and knew the unlawful and tortious quality of their
collective conduct. |

12.  Defendants engaged in such unlawful conduct willfully, intentionally, and
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knowingly, in furtherance of their tortious scheme, and with the knowledge that such tortious
scheme would injure SCEA. |

13. Because Defendants consented to form a conspiracy with knowledge of the
conspiracy’s unlawful nature, because Defendants committed such unlawful acts, and
because such acts injured and continue to injure SCEA, each Defendant is jointly and
severally liable for each and every tortious or otherwise unlawful act committed by ali other
Defendants in furtherance of the conspiracy.

JURISDICTION AND VENUE

14.  This Court has subject matter jurisdiction over the claims relating to the
Copyright Act (17 U.S.C. § 501), the Digital Millennium Copyright Act (17 U.S.C. § 1201),
and the Computer Fraud and Abuse Act (18 U.S.C. § 1030) pursuant to 28 U.S.C. '§ 1331
and 28 U.S.C. § 1338(a) (any act of Congress relating to copyrights, patents, and
trademarks). This Court also has subject matter jurisdiction over the remaining claims under
the doctrines of ancillary and pendent jurisdiction.

15.  This Court has personal jurisdiction over each Defendant for the following
reasons, among others:

(a)  On information and belief, Hotz has purposely availed himself of the benefits of
this district by doing business with PayPal, Inc., a company located in San Jose, California.
Specifically, Hotz has utilized his PayPal account to solicit and obtain financial benefits in
connection with the unlawful conduct alleged herein. Hotz is also subject to personal
jurisdiction pursuant to the PlayStation Network Terms of Service and User Agreement
(“PSN User Agreement”), which is attached hereto as Exhibit A. On information and belief,
Hotz has used software updates delivered by SCEA for one or more PS3 Systems he is
using. To obtain such software, users must consent to the terms and conditions of the PSN
User Agreement, which require that “both parties submit to personal jurisdiction in California
and further agree that any dispute arising from or relating to this Agreement shall be brought
in a court within San Mateo County, California.” On information and belief, Hotz has
committed and continues to commit unlawful acts directed to SCEA in California, knowing
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that the brunt of the harm résulting from this conduct will be suffered by SCEA in California.
On information and belief, Hotz has conspired with others in California and in this district in
connection with the unlawful conduct alleged herein.

(b)  On information and belief, Bushing is an individual residing in San Francisco,
California. Bushing is also subject to personal jurisdiction pursuant to the terms of the PSN
User Agreement. On information and belief, Bushing has used software updates delivered
by SCEA for his PS3 System.-”To obtain such software, users must consent to the terms and
conditions of the PSN User Agreement, which require that “both parties submit to personal
jurisdiction in California and.further agree that any dispute arising from or relating to this
Agreement shall be brought in a court within San Mateo County, California.” On information
and belief, Bushing is a member of FAILOVERFLOW, a group of hackers who have
conspired and continue to conspire to engage in unlawful circumvention of the effective
technological protection measures (“TPMs”) in the PS3 System. On information and belief,
Bushing has committed and continues to commit unlawful acts directed to SCEA in
California, knowing that the brunt of the harm resulting from this conduct will be suffered by
SCEA in California. On information and belief, individually or as a member of
FAILOVERFLOW, Bushing aléo has conspired and continues to conspire with Hotz on
circumvention activities invblving, among other things, the PS3 System.

(c)  On information and belief, Cantero is a member of FAILOVERFLOW, a group of
hackers who have conspired and continue to conspire to engage in unlawful circumvention of
the TPMs in the PS3 System. On information and belief, Cantero has used software updates
delivered by SCEA for his PS3 System. Additionally, Cantero has used and continues to use
github.com, an interactive online software sharing community based in San Francisco,
California, to post and distribute throughout the Internet, including to persons in this district,
the code and software tools derived from FAILOVERFLOW's circumvention of the TPMs in
the PS3 System. On information and beliéf, Cantero has committed and continues to
commit unlawful acts directed to SCEA in California, knowing that the brunt of the harm
resulting from this conduct will be suffered by SCEA in California. On information and belief,
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individually or as a member of FAILOVERFLOW, Cantero also has conspired and continues
to conspire with Hotz on circumvention activities involving, among other things, the PS3
System..

(d)  Oninformation and belief, Peter is a member of FAILOVERFLOW, a group of
hackers who have conspired and continue to conspire to engage in unlawful circumvention of
the TPMs in the PS3 System. On information and belief, Peter has used software updates
delivered by SCEA for his PS3 System. Additionally, Peter has used and continues to use
github.com, an interactive online software sharing community based in San Francisco,
California, to post and distribute through the Internet, including to persons in this district, the
code and software tools derived from FAILOVERFLOW’s circumvention of the TPMs in the
PS3 System. On information and belief, Peter has committed and continues to commit
unlawful acts directed to SCEA in California, knowing that the brunt of the harm resulting
from this conduct will be suffered by SCEA in California. On information and belief,
individually or as a member of FAILOVERFLOW, Peter also has conspired and continues to
conspire with Hotz on circumvention activities involving, among other things, the PS3
System.

(e)  On information and belief, Segher is a member of FAILOVERFLOW, a group of
hackers who have conspired and continue to conspire to engage in unlawful circumvention of
the TPMs in the PS3 System. On information and belief, Segher has used software updates
delivered by SCEA for his PS3 System. On information and belief, Segher has committed
and continues to commit unlawful acts directed to SCEA in California, knowing that the brunt
of the harm resulting from this conduct will be suffered by SCEA in California. On
information and belief, individually or as a member of FAILOVERFLOW, Segher has
conspired and continues to conspire with Hotz on circumvention activities involving, among
other things, the PS3 System.

16.  Venue is proper in this judicial district under 28 U.S.C. §§ 1391(b) and (c)
because a substantial part of the events or omissions giving rise to the claims occurred here,
a substantial part of the subject property is located here, the Defendants’ conduct has been
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directed into this district, and harm to SCEA has occurred in this district.

INTRADISTRICT ASSIGNMENT

17.  Intra-district assignment to any division of the Northern District is proper under
Local Rule 3-2(c) and the Assignment Plan of this Court as an Intellectual Property Action.

GENERAL ALLEGATIONS

L. SCEA and the PS3 System

18.  Sony Computer Entertainment Inc. (“SCELI"), a global leader of consumer-
based computer entertainment, manufactures, distributes and markets the PS3 System.

19.  Prior to April 1, 2010, SCEA was a wholly-owned subsidiary of SCEIl. SCEA
currently is a subsidiary of Sony Corporation of America.

20. SCEA is known for its sales of home entertainment products and is highly
regarded in the video game industry. Chief among the many products SCEA sells is the PS3
System, a computer entertainment system featuring hardware and firmware designed for the
playing of video games, Blu-Ray and DVD movies. The PS3 System is a highly
sophisticated apparatus that, in conjunction with compatible video game software, simulates
three-dimensional action. The PS3 System also features PlayStation Network, an
entertainment network that supports online gameplay and PS3 System connectivity and
through which SCEA sells downloadable game content, movies and other digital content to
the Internet. |

21. The PS3 System has enjoyed wide success throughout the United States and
the world. Over 41 million PS3 Systems have been sold worldwide since the product release
in November 2006. There are hundreds of different video game titles currently available for
the PS3 System in the United States. These validly licensed video games typically seli for
retail prices of between $40.00 and $70.00.

A. SCEA’s Copyrights and Copyright Licenses

22. SCEA develops and publishes video game software for the PS3 System.
SCEA has made and continues to make a substantial investment of time, effort and expense
in the design, development, testing, manufacturing and marketing of its interactive
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entertainment software video games.

23. These video games include a significant quantity of creative audiovisual
material, stories, and characters that are wholly original to SCEA. SCEA’s copyrighted video
game works are referred to colleétively herein as the “SUBJECT WORKS.” The SUBJECT
WORKS contain material wholly original to SCEA and are copyrightable subject matter
pursuant to 17 U.S.C. § 102. SCEA owns the valuable copyrights to the audiovisual images,
stories, characters and other protectable features of the “SUBJECT WORKS.”

24. SCEAis currently, and at all relevant times has been, the sole owner of all
rights, title, and interest in and to the copyrights in the SUBJECT WORKS.

25. SCEA has published, produced, and distributed the SUBJECT WORKS in
accordance with the provisiéns of the Copyright Act and all other laws governing copyright.
SCEA has secured the exclusive rights and privileges in and to numerous copyrights for its
video games, and has received copyright registrations for numerous SUBJECT WORKS,

which registrations are valid and subsisting throughout the world through international

treaties.
26. Among other copyright registrations, SCEA has registered copyright nos. PA 1-
616-055 (Ratchet & Clank Future: Tools of Destruction), PA 1-619-506 (Resistance 2), and

PA 1-611-286 (Uncharted Drake’s Fortune) for the SUBJECT WORKS.

27.  In addition to developing video game software for the PS3 System, SCEA
licenses third-party soﬁware; developers to develop interactive entertainment software
products for the PS3 System. These third party licensees are authorized to use proprietary
PlayStation 3 technology to develop video game software for the PS3 System, to publish and
distribute their video games and to use the PlayStation trademarks and copyrighted designs
in connection with those video games. SCEA receives royalties on each PlayStation 3 video
game manufactured pursuant:o its licenses with third party publishers.

28. SCEA’s PlayStation3 video games and all third-party-developed video games
validly licensed to be played on the PS3 System are programmed with copyrighted computer
code, referred to asﬁ the PlayStation3 Programmer Tools (“PS3 Programmer Tools”). The
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PS3 Programmer Tools authenticate authorized video game software and permit them to
interact with the central proceésing unit and microprocessors in the PS3 System. Video
game software that does nat incorporate the PS3 Programmer Tools cannot be played on
the PS3 Systém. The PS3 Programmer Tools are also incorporated within the PS3 System
firmware.

29.  The PS3 Programmer Tools are original works of authorship constituting
copyrightable subject matter.

30. SCEl is the owner of all rights, title, and interest in, to and under the copyrights
in the PS3 Programmer Tools. The u.s. Copyright Office has issued to SCEI Copyright No.
TX0007208564 (for the PS3 Programmer Tools). SCEI has Iicénséd to SCEA the exclusive
rights to use, copy and distribute the PS3 Programmer Tools in the U.S., and SCEI has
authorized SCEA to sublicense these rights to third party video game developers and
publishers in the U.S. |

B. SCEA’s Technological Protection Measures

31. SCEA’s affiliates have invested hundreds of millions of dollars developing the
PS3 System, including the PS3 System’s TPMs. All genuine PS3 Systems are
manufactured with TPMs that effectively control access to the PS3 System. Those TPMs
are designed to prevent, émong other things, (a) unauthorized or unlicensed software from
playing on the PS3 System; (b) unauthorized access, copying and decryption of the
SUBJECT WORKS or PS3 Programmer Tools; and (c) users from playing infringing copies
of the SUBJECT WORKS; |

32. The PS3 System is designed to run multiple levels of authorized, encrypted
code in one or more sequences. Each level features TPMs, which control access, encrypt
and decrypt code, and authenticate signatures to the files within the code. Each signature is

generated using a pair of electronic keys (“Keys”), and the PS3 System will not execute a file

unless that file contains an authentic signature. Each signature and each Key is encrypted.

-33.  One purpose of the PS3 System’s TPMs is to prevent users from playing
illegally copiéd and/or, pirated games. Unauthorized or unlicensed video game discs (such
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as those burned from genuine game discs) do not have an authorized signature code.
Accordingly, a normally-functioning PS3 System will not run those pirated video games.

34.  Another purpose of the PS3 System’s access control and encryption TPMs is
to prevent, restrict or otherwise limit access to certain sections of the PS3 System software
and hardware. In this way, the TPMs ensure that the PS3 System functions in a safe and
reliable manner, and protects the encrypted PS3 Programmer Tools and those encrypted
Keys that are stored within the PS3 System. Because the PS3 System and its code are
protected by these TPMs, users can neither access nor read the signatures or the Kéys, and
therefore cannot use those elements to gain access to the PS3 System to run a pirated video
game.

35. By requiring the user to insert a legitimate, authorized or licensed video game
that contains an authored signature, the TPMs also prevent, restrict or otherwise limit
infringement of SCEA’'s SUBJECT WORKS and the PS3 Programmer Tools.

36. The PS3 System is designed to allow only the operation of legitimate,
authorized and approved software that is licensed for distribution in the region or
geographical territory of the console’s sale. By taking these precautions, SCEA has been
able to protect its exclusive rights to copy, sell, distribute and manufacture the SUBJECT
WORKS and to create derivative works. In addition, SCEA has been able to protect its and

SCEl's substantial investment in the development, creation, and distribution of the PS3

| System and the SUBJECT WORKS.

il Defendants’ Unlawful - Conduct

37. Since the release of the PS3 System, software pirates have attempted to write

N
w

25
26
27
28

code to run unauthorized software on SCEA’s PS3 Systéms. As described below, until
recently, their efforts were prevented by the TPMs that secure the various levels of the PS3
Systems. In late December-2010, members of a group of computer hackers named
FAILOVERFLOW discovered a way to access certain levels of the PS3 System by
circumventing the corresponding TPMs. The group then provided other computer hackers
the tools to run unauthorized and pirated software on PS3 Systems. Building on
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FAILOVERFLOW'’s work, Defendant Hotz unlawfully gained access to a critical level of the
PS3 System by circumventing the corresponding TPMs. Hotz recently publicly distributed
the circumvention devices necessary to access that level, providing them to the public via the
Internet and released software code that will allow users to run unauthorized or pirated
software on the PS3 System. Unless this Court enjoins Defendants’ unlawful conduct,
hackers will succeed in their attempts to ensure that pirated software can be run on the PS3

System, resulting in the déstruction of SCEA’s business.

A. The FAILOVERFLOW Defendants’ lllegal Activities

38.  On or about December 2010, members of a self-named group called
FAILOVERFLOW conspired to circumvent the TPMs that protect the PS3 Systems. The
FAILOVERFLOW group consists of, at minimum, Defendants Bushing, Cantero, Peter and
Segher (the “FAILOVERFLOW Defendants”). Each of these Defendants has a history of
circumventing technological protections and touting their exploits.
| 39. The FAILOVERFLOW Defendants appeared at the 27th annual Chaos
Communication Conference (the “Chaos Conference”), a well-known and publicized hacker
event in Berlin on December 29, 2010, to deliver a detailed explanation of the group’s
circumvention methods. The explanation was broadcast live through multiple video and
audio streams on the Internet. Subsequently, highlight reels from the Chaos Conference,
including the FAILOVERFLOW Defendants’ presentation, was published on the Internet,
including in California.

40.  During their presentation at the Chaos Conference, the FAILOVERFLOW
Defendants provided instructions for a method of circumventing the TPMs for certain levels
of the PS3 System. Through their instruction, the FAILOVERFLOW Defendants intentionally
encouraged and have continued to encourage and induce others to engage in the same or
similar circumvention of the TPMs in the PS3 System.

41.  Shortly after their presentation, the FAILOVERFLOW Defendants published on
a public website the code, software tools and Keys derived from their circumvention of the
TPMs of the PS3 System. Afmed with the FAILOVERFLOW circumvention instructions,
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other hackers have circumvented the TPMs and published and trafficked on the Internet in
circumvention devices and components thereof for certain levels of the PS3 System.

42.  On information and belief, the FAILOVERFLOW Defendants utilized, relied
upon, and could not have developed their circumvention method without, information
supplied by Defendant Hotz from his earlier attempts to circumvent the TPMs of the PS3
System.

B. Defendant George Hotz’s lilegal Activities

43. Defendant Hotz }is é well-known hacker who has gained notoriety for
circumventing the technological protection measures in a number of sophisticated software
and hardware systems. Hotz circumvented the TPMs in the PS3 System, intentionally
accessed the PS3 System Without authorization, and misappropriated certain Keys.

44. SCEA uses these Keys to digitally authenticate code that runs on a critical level
of the PS3 System. With access to this particular level, one can control crucial functions and
operations of the PS3 System.

45.  On or about January 2, 2011, Hotz published these Keys on his website under
the banner “keys open doors.” Recognizing that his unlawful conduct would harm SCEA,
Hotz addressed SCEA in the same post in an attempt to obtain employment: “if you want
your next console to be secure, get in touch with me.” Hotz's January 2" post encourages
and induces other owners or users of PS3 Systems to copy and implement this
circumvention device.

46. Hotz utilized, relied upon, and could not have developed his circumvention
method without information supplied by the FAILOVERFLOW Defendants. Hotz recognized
the FAILOVERFLOW Defendants’ contribution to his circumvention method, stating “props to
failoverflow.” The FAILOVERFLOW Defendants confirmed their collaboration with Hotz by
posting the following statement on their Twitter page: “We discovered how to get the
keys ... Geohot exploited metldr, then used our trick to get its keys.”

47.  Through his January 2, 2011 posting, Hotz enabled software pirates to create
and sell unauthorized copies of the SUBJECT WORKS, falsely authenticate those copies
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and play the infringing copies. Indeed, software pirates using these Keys could write code
that will allow them to falsely authenticate almost any unauthorized software and run that
software on the PS3 System. Consequently, unless Defendants are immediately enjoined, -
users will be able to copy, create, sell and play unauthorized or pirated games without limit.

48. As alleged above, hackers will use the Keys to implement unauthorized
software on the PS3 System. Hotz himself built an illegal tool to generate unauthorized and
infringing programs that utilize the Keys. Shortly before publishing the Keys, Hotz released a
different unauthorized and infrihging program called the “dePKG firmware decrypter”.
Firmware is a fixed program or data structure that internally controls various electronic
devices. On information and belief, the purpose of Hotz's dePKG program is to decrypt,
modify and re-encrypt the SCEA firmware that operates the PS3 System. That firmware
contains SCEI's copyrighted PS3 Programmer Tools. Each time it is used, Hotz's dePKG
program circumvents the TPMs in the PlayStation 3 firmware, and copies and modifies the
PS3 Programmer Tools.

49. As Hotz demonstrated in a YouTube posting distributed on or about January 7,
2011, Hotz used the Keys together with the dePKG firmware decrypter to circumvent the
TPMs in the PS3 System and created and ran an unauthorized and modified version of
SCEA’s firmware. Unless Defendants are immediately enjoined, Defendants and other
software pirates will use the Keys and dePKG firmware decrypter to accomplish similér acts
of piracy. |

50. In furtherance of his unlawful conduct, on or about January 8, 2011, Hotz
published on his website a circumvention device or component thereof, that disables, avoids,
bypasses, ‘removes, deactivates and impairs a critical TPM in the PS3 System. Hotz's
circumvention technology allows users to install and run unauthorized software, including
pirated games in circumvention of the TPMs on the PS3 System.

51.  On or about January 9, 2011, Hotz published programs that enable encryption
and signing of unauthorized content to permit that content to run in circumvention of the
TPMs on the PS3 System. By distributing the circumvention devices discussed herein, Hotz
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has caused irreparable injury and damage to SCEA.

52. By their unlawful conduct, Defendants market, promote, offer to the public and .
traffic in circumvention devices or components thereof for the purpose of the circumventing
the T%PMS in the PS3 System. Defendants are encouraging, contributing to, causing, and/or
inducing circumvention of the TPMs in the PS3 System and infringement of SCEA’s
copyrights in the SUBJECT WORKS. Defendants have caused and continue to cause
irreparable injury and damage to SCEA.

C. Defendants’ Breach of Contract and Tortious Interference With SCEA’s
Contractual Relations

53. Al PS3 System users who have used software updates delivered by SCEA for
the PS3 System are bound by the PSN User Agreement or similar agreement. A copy of the
PSN User Agreement is attached as Exhibit A and incorporated herein by reference. On
information and belief, Defendants herein have consented and are subject to the terms of the
PSN User Agreement or similar agreement. The PSN User Agreement or similar agreement
prohibits, among other things: circumvention of TPMs; unauthorized access to code and
hardware; and use and distribution of unauthorized, illegal or modified hardware, software
and hacked and reversed-engineered code in connection with the PS3 System. On
information and belief, Defendants through their unlawful conduct alleged herein have
breached the PSN User Agreement or similar agreement. On information and belief,
Defendants are also inducing others to copy, distribute, publish, and create derivative works
of one or more of the SUBJECT WORKS; circumvent TPMs in the PS3 System; and traffic in
circumvention devices or components thereof in breach of the PSN User Agreement or
similar agreement. Each Defendant’s actions was knowing, deliberate, willful and in utter
disregard of SCEA’s rights.

"
"
i
I
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FIRST CLAIM FOR RELIEF
(Violation of Digital Millennium Copyright Act, 17 U.S.C. § 1201, et seq.)
Against All Defendants

54. SCEA incorporates by reference and realleges each and every allegation set
forth in the foregoing paragraphs as though fully set forth heréin.

55. Defendants, individually and acting in concert, have violated SCEA's rights
under 17 U.S.C. § 1201(a)(1), by directly circumventing TPMs that effectively control access
to the PS3 System, the SUBJECT WORKS, and the PS3 Programmer Tools.

56. Defendants individually and collectively, have directly, or acting in concert with
a third party, violated SCEA’s rights under 17 U.S.C. § 1201(a)(2) by offering to the public,
providing, or otherwise trafficking in, promoting, distributing and placing in the market
circumvention services, technology, devices or components thereof — including but not
limited to the circumvention method, code, and software tools offered and distributed by the
FAILOVERFLOW Defendants, and the Keys, “dePKG firmware decrypter” program,\and the
“3 55 Jailbreak” and signing tools offered and distributed by Hotz. These circumvention
devices are primarily designed or produced for the purpose of circumventing TPMs that
effectively control access to the PS3 System, the SUBJECT WORKS, and the PS3
Programmer Tools. These circumvention services, technology, devices, or components
thereof, have no commercially significant purposes other than to circumvent the TPMs in the
PS3 System, and are manufactured, marketed and distributed by Defendants with
knowledge of their circumventing uses.

57. The FAILOVERFLOW Defendants individually and collectively, have directly, or
acting in concert with a third party, violated 17 U.S.C. § 1201(b) by offering to the public,
providing, or otherwise trafficking in their method of circumventing the TPMs in the PS3
System, as well as their code and software tools, which constitute technologies, products,
services, devices, components, or parts thereof that are primarily designed for the purpose of
circumventing protection afforded by a TPM that effectively protects copyright rights. Such
technologies, products, services, devices, components, or parts thereof have limited or no

commercially significant purpose or use other than to circumvent TPMs that effectively
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protect copyright rights, and the FAILOVERFLOW Defendants have marketed them with the
knowledge that they will be used in circumventing TPMs that effectively protects copyright
rights.

58. Hotz has directly, or acting in concert with a third party, violated 17 U.S.C. §
1201(b) by offering to the public, providing, or otherwise trafficking in the Keys, his "dePKG
firmware decrypter" program, and his "3.55 Jailbreak," and signing tools which constitute
technologies, products, services, devices, components, or parts thereof that are primarily
designed for the purpose of circumventing protection afforded by a TPM that effectively
protects copyright rights. Such technologies, products, serviceé, devices, components, or
parts thereof have limited or no commercially significant purpose or use other than to
circumvent TPMs that effectively protect copyrights, and Hotz has marketed them with the
knowledge that they will be used in circumventing TPMs that are designed to protect
copyright rights. 4

59. SCEA is informed and believes and thereon alleges that the Defendants’
actions are knowing, deliberate, willful and in utter disregard of SCEA’s rights.

60. As a direct and proximate result of Defendants’ conduct set forth above, SCEA
has been injured and damaged in an amount to be proven. .

61. The above actions of the Defendants constitute direct and contributory
violations of SCEA'’s rights under the Digital Millennium Copyright Act, 17 U.S.C. §§ 1201-
1205. Defendants have violated, and on information and belief will continue to violate, the

Digital Millennium Copyright Act, 17 U.S.C. §§ 1201-1205, unless enjoined by the Court.

SECOND CLAIM FOR RELIEF
(Violation of Computer Fraud and Abuse Act, 18 U.S.C. § 1030, et seq.)
Against All Defendants

62. SCEA incorporates by reference and realleges each and every allegation set
forth in the foregoing paragraphs as though fully set forth herein.

63. Al Defendants have violated the Computer Fraud and Abuse Act, 18 U.S.C.
§ 1030(a)(2)(C), by intentionally accessing one or more PS3 Systems — which consist of
protected computers used for interstate commerce or communications — without
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authorization or by exceeding authorized access to the PS3 System, and by obtaining
information from the PS3 System.

64. All Defendants have violated the Computer Fraud and Abuse Act, 18 U.S.C.

§ 1030(a)(4), by knowingly and with intent to defraud, accessing one or more PS3 Systems —
which consist of protected computers — without authorization, or by exceeding their
authorized access, and by means of such access furthering the intended fraud and obtaining
the Keys. The Keys are of value, consist of more than the mere use of the computer, and
are worth far more than $5,000 over any 1-year period.

65. All Defendants have violated the Computer Fraud and Abuse Act, 18 U.S.C.

§ 1030(a)(5}(A), by knowingly causing the trénsmission of a program, information, code, or
command, and as a result of such conduct, intentionally causing damage without
authorization to a protected computer.

66. All Defendants have violated the Computer Fraud and Abuse Act, 18 U.S.C.

8§ 1030(3)(5)(8), by intentionally accessing one or more PS3 Systems — which consist of
protected computers — without authorization, and as a result of such access, recklessly
causing damage.

67. All Defendants have violated the Computer Fraud and Abuse Act, 18 U.S.C.

§ 1030(a)(5)(C), by intentionally accessing one or more PS3 Systems — which consist of
protected computers — without authorization, and as a result of such conduct, causing
damage and loss.

68. All Defendants have violated the Computer Fraud and Abuse Act, 18 U.S.C.

§ 1030(a)(6)(A), by knowingly and with intent to defraud trafficking in a password or similar
information through which a computer may be accessed without authorization, where such
trafficking has affected and continues to affect interstate and foreign commerce.

69. Hotz has violated the Computer Fraud and Abuse Act, 18 U.S.C. §
1030(a)(7)(B), by transmitting in interstate and foreign commerce a communication
containing a threat to obtain information from a protected computer without authorization, or
in excess of his authorization, or to impair the confidentiality of information obtained from a
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protected computer without authorization, or by exceeding his authorized access thereto,
with the intent to extort employment from SCEA.

70. Al Defendants have violated the Computer Fraud and Abuse Act, 18 u.s.C.

§ 1030(b), by conspiring to commit the 18 U.S.C. § 1030(a) offenses listed above.

71.  SCEA is informed and believes and thereon alleges that the actions of
Defendants are knowing, deliberate, willful and in utter disregard of SCEA's rights under the
Computer Fraud and Abuse Act.

72. SCEA has standing to bring the Computer Fraud and Abuse Act claims set
forth above, and is entitled to remedies at law and equity pursuant to 18 U.S.C. § 1030(g)
because Defendants’ conduct has caused a loss to SCEA during any 1-year period
aggregating far more than $5,000 in value, and because Defendants’ conduct has caused
damage affecting 10 or more PS3 Systems — which are protected computers — during any 1-
year period.

73.  Defendants’ unlawful conduct set forth above has directly and proximately
caused irreparable injury to SCEA, and SCEA has sustained damages in an amount to be
proven. Unless restrained and enjoined, Defendants will continue to commit such acts.
SCEA'’s remedy at law is not adequate to compensate it for these inflicted and threatened
injuries, entitling SCEA to remedies including injunctive relief as provided by 18 U.S.C.

§ 1030(g), in addition to compensatory damages.

THIRD CLAIM FOR RELIEF
(Contributory Copyright Infringement—Copyright Act, 17 U.S.C. § 501, et seq.)
Against All Defendants

74. SCEA incorporates by reference and realleges each and every allegation set
forth in the foregoing paragraphs as though fully set forth herein.

75.  SCEA has been, and still is, the sole proprietor or exclusive licensees of all
rights, title, and interest in the copyrights in the SUBJECT WORKS.

76.  After the registration dates for SCEA’s various copyright registrations in some
or all of the SUBJECT WORKS, Defendants have induced, encouraged, caused, and
materially contributed to the infringing conduct of potential purchasers and thus have
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contributorily infringed, and will continue to infringe, those copyrights by knowingly
distributing and placing in the market circumvention devices — including but not limited to the
distribution of Keys, the "dePKG firmware decrypter” program, the "3.55 Jailbreak” and
signature tools, and the circumvention method, code, and software tools distributed by the
FAILOVERFLOW Defendants — that are intended to, and do, induce, encourage, cause,
assist, and materially contribute to the infringing conduct of others, including individuals who
copy, publish, and modify the SUBJECT WORKS within the United States.

77, SCEA is informed and believes and thereon alleges that individuals have
infringed the SUBJECT WORKS by copying, publishing, and modifying such SUBJECT
WORKS, and that such infringement is a direct result of Defendants’ efforts to encourage,
cause, assist, and materially contribute to infringement of SCEA’s copyright rights.

78.  SCEA is informed and believes and thereon alleges that Defendants’ acts
alleged above were and are deliberate, knowing, willful, malicious, oppressive, and without
regard to SCEA’s copyrights.

79. The above acts by Defendants constitute contributory copyright infringement of
SCEA's copyrights in the SUBJECT WORKS. As a result, Defendants have infringed, and
will continue to infringe, upon SCEA's intellectual property rights pursuant to 17 U.S.C. § 501
et seq., unless enjoined by the Court.

80. Defendants’ copyright infringement has caused, and will continue to causé,
SCEA to suffer substantial injuries, loss and damage to its proprietary rights to the
copyrighted products and, further, has damaged SCEA'’s business reputation and goodwill,
diverted trade and caused a foss of profits,’all in an amount not yet ascertained.

81. Defendants’ copyright infringement, and the threat of continuing infringement,

has caused, and will continue to cause, SCEA repeated and irreparable injury.

FOURTH CLAIM FOR RELIEF
(California Computer Crime Law - Cal. Penal Code § 502, et seq.)
Against All Defendants

82. SCEA incorporates by reference and realleges each and every allegation set
forth in the foregoing paragraphs as though fully set forth herein.
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83. SCEl is the sole owner of all rights, title, and interest in, and SCEA is the
exclusive licensee of, the PS3 Programmer Tools, which constitute computer program or
data pursuant to § 502(b)(3), § 502(b)(6), and § 502(e)(1).

84. All Defendants have violated California’s Computer Crime Law, § 502(c)(1)(B),
by knowingly accessing and without permission altering, damaging, or otherwise using the
PS3 Programmer Tools in order to wrongfully control or obtain property or data, including but
not limited to the Keys accessed by Defendants.

85.  All Defendants have violated California's Computer Crime Law, § 502(c)(2), by
knowingly accessing and without permission taking, copying, or making use of data from a
computer, computer system, or computer network.

86. All Defendants have violated California's Computer Crime Law, § 502(c)(4), by
knowingly accessing, and without permission adding, altering, damaging, or deleting data,
computer software, and computer programs to the PS3 Programmer Tools.

87.  All Defendants have violated California's Computer Crime Law, § 502(c)(6), by
knowingly and without permission providing or assisting in providing a means of accessing
the PS3 Programmer Tools.

88. As the exclusive licensee of the PS3 Programmer Tools, a computer program
or data pursuant to § 502(b)(3), § 502(b)(6), and § 502(e)(1), SCEA has suffered damage
and loss by reason of the Defendants’ above violations.

89. SCEA seeks compensatory damages and injunctive relief, and attorney's fees
pursuant to § 502(e)(1)-(2).

90. SCEA further requests forfeiture of all computers, computer systems, computer
networks, software and data owned by Defendants' and used during the commission of the

above violations pursuant to § 502(g).

FIFTH CLAIM FOR RELIEF
(Breach of the PlayStation Network Terms of Service and User Agreement)
Against Defendants

91. SCEA incorporates by reference and realleges each and every allegation set
forth in the foregoing paragraphs as though fully set forth herein.
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92. SCEA is informed and believes and thereon alleges that Defendants agreed to
the terms of the PSN User Agreement or similar agreement and entered into that contract or
similar agreement with SCEA. The PSN User Agreement or similar agreement is a written
contract that limits their use of the PS3 System, related hardware, and related code,
including restricting access and governing allowable uses.

93. SCEA performed all conditions, covenants, and promises required on its part to
be performed in accordance with the terms and conditions of the contract.

94. SCEA is informed and believes and thereon alleges that Defendants each
breached the PSN User Agreement or similar agreement by, among other things,
circumventing the PS3 System’s TPMs; gaining unauthorized access t0 code and hardware
outside of the scope of rights conferred by the User Agreement; using, making and
dlstnbutmg unauthorized, illegal, or modified hardware and/or software in connection with the
PS3 System; hacking or reverse engineering any code or equipment in connection with the
PS3 System; and uploading, accessing and transmitting any infringing content in violation of
the PSN User Agreement or similar agreement.

05. Defendants’ breach has directly and proximately caused harm to SCEA and
SCEA is entitled to monetary damages in an amount to be determined at trial and
reasonable attorneys’ fees.

SIXTH CLAIM FOR RELIEF

(Tortlous Interference With Contractual Relations)
Against All Defendants

96. SCEA incorporates by reference and realleges each and every allegation set
forth in the foregoing paragraphs as though fully set forth herein.

97. SCEA has contractual relationships with users of the PlayStation Network.

98. Defendants have knowledge of these contractual relationships.

99. Defendants intentionally interfered with SCEA’s contractual relationships with
its users through the unlawful conduct alleged herein.

100. The contractua!l relationships between SCEA and its users have been
breached or disrupted by Defendants.
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101. As a direct and proximate result of this interference with its contractual
relationships, SCEA has been injured in an amount to be determined at trial.
102. SCEA is entitled to injunctive relief preventing any further tortious interference

of its contractual relationships.

SEVENTH CLAIM FOR RELIEF
(Trespass)
Against All Defendants

103. SCEA incorporates by reference and realleges each and every allegation set

forth in the foregoing paragraphs as though fully set forth herein.

104. SCEA possesses an ownership interest in the PS3 System.

105. Defendants have intentionally and substantially interfered with SCEA's legally
protected ownership interest in the PS3 System, thereby damaging and/or impairing the PS3
System functioning. |

106. Each Defendant’s interference with SCEA’s possession of the PS3 System has
directly and proximétely caused harm to SCEA and SCEA is entitled to a preliminary and
permanent injunction preventing any further trespass.

EIGHTH CLAIM FOR RELIEF

(Common Law Misappropriation)
Against All Defendants

107. SCEA incorporates by reference and realleges each and every allegation set
forth in the foregoing paragraphs as though fully set forth herein.

108. SCEA has invested substantial time and money in the development of its
intellectual property and proprietary information.

109. Defendants have appropriated SCEA's property at little or no cost to them.
Each Defendant’s misappropriation of SCEA’s property has directly and proximately caused
harm to SCEA, and SCEA is entitled to a preliminary and permanént injunction preventing
any further misappropriation of its property and to monetary damages in an amount to be
determined at trial.
"
i
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PRAYER FOR RELIEF
WHEREFORE, SCEA prays as follows:

1. That the Court enter judgment in favor of SCEA and against Defendants on all
counts;

2. That the Court issue a preliminary and permanent injunction order enjoining and
restraining Defendants and tﬁeir agents, servants, employees, successors and assigns, and
all other persons acting in concert with or in conspiracy with or affiliated with Defendants,
from:

a. directly or contributorily violating SCEA's rights under the Digital Millennium
Copyright Act, 17 U.S.C. § 1201 or the Computer Fraud and Abuse Act;

b. continuing to market, offer, transfer, advertise, promote, develop, manufacture,
import, provide or otherwise traffic in any circumvention devices, including but not limited
to the Keys;

c. contributorily infringing or authorizing infringement of any of SCEA’s copyrights,
including SCEA’s copyrights in the SUBJECT WORKS;

d. continuing to market, offer, sell, transfer, advertise, promote, develop or
manufacture any products »that infringe or contribute to the infringement of SCEA’s
intellectual property rights, including its rights in the SUBJECT WORKS, or to participate
in or facilitate any such activity;

e. moving, discarding, destroying, deleting, transferring, or otherwise disposing of
any of the circumvention devices or any other devices that circumvent SCEA’s copyright
protection scheme or that infringe or contribute to the infringement of SCEA’s intellectual
property rights, including, but not limited to, its copyrights;

f. intentionally accessing SCEA’s PS3 System without authorization; trafficking in
SCEA'’s passwords or proprietary information; or knowingly causing the transmission of
SCEA’s proprietary information in violation of the Computer Fraud and Abuse Act, 18
U.S.C. § 1030, et seq.; |

g. engaging in any tortious interference with SCEA’s contractual relations; and
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h. engaging in any other activity constituting trespass or misappropriation of
SCEA’s property.

3. That Defendants be required to deliver to SCEA, to be held for destruction or other
disposition at the conclusion of this litigation, any and all computer hardware and peripherals
containing circumvention devices, technologies, programs, parts thereof, or other unlawful
material, including but not limited to code and software, hard disc drives, computer software,
inventory of CD-ROMs, computer diskettes, or other materials containing circumvention
devices, technologies, programs, parts thereof, or other unlawful material;

4. Thatjudgment be entered in favor of SCEA and-against Defendants for all
damages suffered by SCEA as a result of Defendants’ violation of the Digital Millennium
Copyright Act, 17 U.S.C. §§ 1201-1205; |

5. That judgment be entered in favor of SCEA and against Defendants for all profits
received due to Defendants’ violation of the Digital Millennium Copyright Act, 17 U.S.C. 8§
1201-1205;

6. That judgment be entered in favor of SCEA and against Defendants for statutory
damages based upon Defendants’ violation of the Digital Millennium Copyright Act, 17
U.S.C. §§ 1201-1205;

7. That judgment be entered in favor of SCEA and against Defendants for all
damages sustained by SCEA as a result of Defendants’ copyright infringement under the
Copyright Act;

8. That judgment be entered in favor of SCEA and against Defendants for all profits
received due to Defendants’ copyright infringement in violation of the Copyright Act;

9. That judgment be entered in favor of SCEA and against Defendants for statutory
damages based upon Defendants’ acts of copyright infringement under the Copyright Act;

10. That Defendants be required to account for and to pay over to SCEA the
Defendants’ profits and damages sustained by SCEA by reason of Defendants’ unlawful acts
alleged herein, and that such amounts be trebled as provided by law;

i
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11.  That the Court issue an order requiring Defendants to file with this Court and serve
on SCEA within thirty (30) days after service of an injunction a report, in writing, under oath,
setting forth in detail the manner and form in which Defendants have complied with the
injunction;

12.  That the Court award SCEA its reasonable attorneys’ fees and costs of suit
incurred herein;

13. That SCEA be awarded prejudgment and post-judgment interest on the above
damages awards; and

14.  That SCEA be awarded such other and further relief as the Court deems just and

proper.
DATED: January 11,2011 °  Respectfully submitted,

KILPATRICK TOWNSEND & STOCKTON LLP

By: &%/f

JAMES Q./GJ'KLILAND, JR.” O

Attorneys for Plaintiff

SONY COMPUTER ENTERTAINMENT AMERICA LLC
63091187 v2
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TERMS OF SERVICE AND USER AGREEMENT

Version 7.1 (December 7. 2010)

PLEASE READ THIS ENTIRE AGREEMENT AND INDICATE WHETHER
YOU AGREE TO ITS TERMS BY CLICKING THE "ACCEPT” GR "DBO
NOT ACCEPT” BUTTON AT THE END OF THE AGREEMENT. YOUR
ACCESS TO THE PLAYSTATIONENETWORK ("PSN™) AND
QRIQCITY™ SERVICES ("QRICCITY") (COLLECTIVELY, "SONY
ONLINE SERVICES™ IS EXPRESSLY CONDITIONED UPON YOUR
ACCEPTANCE OF THE TERMS OF THIS AGREEMENT. IF YOU CLICK
THE "DO NOT ACCEPT” BUTTON, YOU WILL NOT BE ABLE TO
ACCESS PSN OR QRIOQCITY.

THIS AGREEMENT IS A CONTRACT BETWEEN YOU AND SONY
COMPUTER FTERTAINMENT AMERICA LLC ("SCEA™) AND CAN BE
ACCEPTED ONLY BY AN ADULT OF LEGAL AGE OF MAJORITY IN
THE COUNTRY IN WHICH YOUR SONY ONLINE SERVICES ACCOUNTY
IS REGISTERED, It you are under the legal age of majority, vou must ask vour
parent or legal guardian to consent to this Agreement and Privacy Policy. By

clicking the "ACCEPT” button yourself, vou affirm that yvou have reached the jegal
age of miajority and vou accept this Agreement. You also affirm that you are
accepting this Agreement on behalf of, and al! legal and financial responsibi

Hability for the actions of. your child and you hereby expressly ranify and ce
any acts of yvour child and all users of vour subordinate accounts ("Sub Accounts™).

This Agreement applies o software. content and access o software, content and
services provided through or in connection with Sony Online Services. including via
the PlayStation®Store and virtoal communities, whether delivered onio the
PlayStation®s3 computer entertainment system, the PSP® (PlayStationd:Portable)

; 1, a personal computer, selected BRAVIA® televisions, Sony Blu-rav® Disc
players or stherwise. Such access. software, and content include subscriptions. data,
system software. fixes, updaies or newer releases and related materials.

i vou accept this Agreement, you are subject to its terms and all other agreements
that vou have entered into in connection with Sony Online Services. You agree that
you will not directly or indirectly use Sony Online Services (i) in any way for any
commercial purpose, (ii) in any way that violates the law or the community code of
copduct. or ¢iil) in any way that harms or has the potential 1o harm SCEA. its parent
company, or any affiliates. subsidiaries, licensors, providers, partners of SCEA or its
parent company or isers. You agree that you will not use any unauthorized
hardware, including peripherals not sold or licensed by a Sony company such as, by
way of example only, non-licensed game enhancement devices, controllers, adaptors
and power supply devices (co]lectivefy, "Non-Licensed Peripherals”) or sofiware o
access or use Sony Online Services or any content or service provided on or through
Sony Ounline Services.

L ACCOUNT REGISTRATION

To access Sony Online Services, you must create an appropriate Sony Online
Service account {either a PSN account or Qriocity account). Through Qriocity’s
Video on Demand service ("VOD*), you may purchase and view content using

http://legaldoc.dl.playstation.net/ps3-eula/psn/u/u_tosua_en.html
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selected BRAVIES

sred on either PSN or

Oriocity. st Jx as new levels for vour favorite games, comies, movi

d senices o

¢ television

shows or original programs. You may view vour confent using

devices, including a P{a}:btanondvn com
{Play Station®Fa stems. pmum! computers and VOD Devices. You will
atso be able to participate in S L
PlayStation®

s ontine community in PSN and

Jome, (ncluding chatting via volve and video with your friends) and

PEN accounts '-.-\-'EH not have (o create a separate Oriocity
e created a Qriocity account. you
SOy ﬁn!ine Services may not be
available. or miay not be supported, in som

reserves the right to deny the creation of any accon { ity discretion '\hl 101 any
reason. Currently, there is no charge to create a Som Online Services account, but
there may be charg

sociated with certain online content or services avatlable

through Sony Gnline Services. All information provided during account registration
must be wruthful and accarate: SCEA reserves

it 1o cancel any account thai
re are two types of accounts: Master
Accounts and Sub Accounis. Al accounis must bave an associated mailbox for

uses untruthiul or inaccurate information. ”

receiving electronic text mail.

If you have reached the legal age of you can ereale 2 Master Account for
vourself. Where available, each Muaster Account can create up 1o $ix {6} asseeiated
Sub Accounts. You are not permiited to create Sub Accounts for adults or persons

under the legal age of majority who arve not your children or for whom you are not

the legal guardian. Your childven musi be of a certain age in order to have a Sub
Account. Sub Accounts may not be available in all countries.

A Master Account has acoess to and control over the following aspects of its Sub

Accounts: (i) financial aspects: (ii) content availability and (31} certain
communication features, Text mail from SCEA that relates to a Sub Account’s’
purchases will be sent to the mailbox of the associated Master Account. At its sole
discretion, SCE

& may send text mail to the Master Account relating to the Sub
Acceount's other activities. The Master Account holder is jointly and severally legally
and financially responsible for the actions of his or her Sub Account holders on
Sony Online Services.

Where available, a child under the jegal age of majority can only have a Sub
Account associated with a Master Account of the child's parent or legal guardian. If
vou are creating a Sub Account for a child, you must provide (i) your consent for
SCEA to disclose, pursuant to SCEA's Privacy Policy. your child's personally
identifying information to third parties for the purpose of allowing your child to
participate in Sony Online Service activities, such as video and voice chat and
gameplay in PSN: and (i1) vour credit card information if requested by SCEA for
Sub Accounts for children under the age of 13 in the United States and Canada or
under the specific age applicable to your country. Your credit card will be used to
verify par"ntal consent under laws requiring such consent. You will not be charged a

fee for creating the Sub Account. If you do not consent to the disclosure of this
requested nﬁoxmatmn, vou will pot be able to create a Sub Account for the child. If
all requested information is provided, a separate email containing a code will be sent
to the Master Account's email account with instructions to complete registration by

http://legaldoc.dl.playstation.net/ps3-eula/psn/u/u_tosua_en.html
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enteri
create for your child an Online 1D that will be associated with the child’s PSN
Account, Please nofe that the Online 1D is publicly available to and viewable by
all PSN users and yvour child may receive text emails from any PSN users,

including adults, in veur child's PSNaccount maithex, The parent's Master
Account will not be notified of such text emails sent to a child’s Sub Account
mailbox. As the parent or fegal guardian. it is your sole responsibility © monitor
vour child's access 1o or use of Sony Online Services, as well as any
communicarions made or received by your child on or through Sony Online
Servi

Some content may be objectionable or inappropriate {o soine users, including
childres under 2 certain age, which may vary from country to esuntvy, Please
consider your child's age and check any content ratings and deseriptions where
available, before vou access, download ov purchase access to any items or
permait your child to do so. In some cases, third parties provide ratings or
deseriptions for items, and 5C

A therefore cannot guarantee the accuracy or
completeness of such information. In addition, not all content is rated.

Some content that you aceess on your PlayStation#3 computer enterininment
system, PSP (PlayStation®Portable) system or other SCEA-authorvized may
Be aceessibie by all users of that system. Please monitor all access te content
and communications that may be objectionable or age inappropriate. Parental
controls will not apply to certain types of content such as content that is
considered user communication. certain categories of downloadable content or
certain categories of streamed material. Parental controls may also notapply to
some content that is vot rated. Your child may not be able to access some
content or play games rated for users ofder than his or her registered age. In
some countries, parents and legal guardians with Master Accounts will be
permitted 1o set their parental controls to override content restrictions on
cerinin materials for associated Sub Accounts. Please see the following website

for more informarion: hitp://playstation.com/ and httpi#griocity.cony.

Both Masier Account and Sub Account holders select their own sign-in 1D and
password to gain access to their accounts. PSN
own Online 10, All users should safeguard their account information (o prevent use
by any other user. Certain information, which may include the Online 1D, "About
Me" statement, avatar pictures, country/area of residence. preferred language and

recently plaved game titles, will be provided 1w all PSN ysers. including children.
SCEA shall have no liability for any unauthorized usage of any account, Deletion or
termination of a Master Account may result in the deletion and termination of all
associated Sub Accounts.

2. COMMUNITY CODE OF CONDUCT

You must adhere to the following rules of conduct, and also follow a reasonable,
common-sense code of conduct. Users are required to take into consideration
community standards and refrain from abusive or deceptive conduct. cheating.
hacking, or other misuse of Sony Online Services. Rights of other users should be
respected.

http://legaldoc.dl.playstation.net/ps3-eula/psn/u/u_tosua_en.html
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d inciude the fol

ding practices.

& YOu muy not eng

a

s You may not abuse of harass others, including stlking behavior

W You may ool take any actic

. or upload, post, siream, or otherwise transrait
any content. fanguage, tme ounds in any forum, communication,
public profile, or other pablicly viewable areas or in the creation of any
Online 1D that SCEAL in its sole discretion. finds offensive, hateful, or
vulgar. This includes any content or communication that SCEA in its sole
discration deems racially, ethnically. religiously or sexually offensive,
libelous, defwming. threatening, bullying or stalking.

ar s

8 You may not organize hate groups.

& You may not upload. post. stream. or otherwise transmit any content that
contains any viruses, worms, spyware. time bombs, or other computer
programs that may damage. interfere with, or disrupt Sony Online
Services.

& You may not use, make. or distribute unavthorized software or hardware,
including Non-Licensed Peripherals. in conjunction with Sony Online
Services. or take or use any data from Sony Online Services to design,
deveiop or updaie wnautherized software or hardware. including cheat code
software or devices that circomvent any security features or limitations
included on any software or devices.

ve file,
server. client-server communication. or other parts of any game title, or
content. '

s You may not modify or attempt 1o modify the anline clicuat, disc, s:

& You may not cause disruption (o any acg system, hardware. software.
s for any reason, including

for the purpose of gaining an unfair advantage in a game.

or network connecied t© Sony Online Servic

# You may not attempt to hack or reverse engineer any code or equipment in
connection with Sony Online Services,

& You may not provide anyone with your name or any other personally
identifying inforimation other than your Online 1D, nor the name. password

or personally identifying information of any other person or business '

through any means, including messaging, chat or any other form of PSN

communication.

= You may not take any action that SCEA considers to be disruptive to the
norimal flow of chat or gameplay, including uploading, posting, streaming,
or otherwise transmitting any vnsolicited or unasthorized material,
including junk mails. spams, excessive mails or chain letters.

& Youmay not introduce content that is commercial in nature such as
advertisements, solicitations, promotions and links fo web sites.

a You may not introduce content that could be harmful to SCEA, iis
licensors. or plavers, such as any code or virus that may damage any
property or interfere with the use of the property or Seny Online Services.

& You may not upload, post. stream. access. or otherwise transmit any
content that you know or shoald have known to be infringing, or that
violates. any third party rights. any law or regulation, or contractual or

hitp://legaldoc.dl.playstation.net/ps3-eula/psn/u/u_tosua_en.html
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f1cit

tary abiigations.

sonate any person, including an SCE

& Youmay noet impe

employee.

or third party

® You may not provide SCEA or any third party company with false or
inaccurate information. including reporting false complaints to owr
consunier services or providing false or inaccurate information during
account registration.

g You may not sell, bay, trade. or otherwise transfer your Qnline 1D, Sony

Online Services account or any personal aceess to Sony Online $

through any means or method, including by use of web sites.

B You may not conduct any activities that violate any local. state or federal
laws, including copyright or trademark infringement, defamation. invasion
of ptivacy. identity theft, hacking. stalking. fraud, and the distribution of
counterfeir software or Sony Online Services accounts.

Uinless otherwise required by applicable law, there is no requirement or expectation

that SC will monitor or record any activity on Sony Online Services. including
communications. although SCEA reserves the right to do so and you hereby give
SCEA vour express consent to monitor and record your activities and
commmications. SCE

A reserves the right to remove any content and
rom Sony Online Services at SC

communication { s sole discretion without notice,

SCEA may use any data it colleats, including the content of your communice

ons,
the time and location of your activities, your Online 1D and 1P address and any other

cotlectable data, 1o enforee this Agreement or protect the interests of SCEA. Sony
Online Services users or SCEA's licensors. Such information may be disclosed to
appropriate authorities or agencies. Any other use is subject to the terms of the

Privacy Policy. SCEA has no liability for any violation of this Agreement by you or
by any other Sony Online Services user.

3 ACCESS TO CONTENT

may provide you with the ability to buy access to a variety of content,
including game-specific items. video content, comics and game and subscriptions.
All content is provided by SCEA. including content created or published by third
parties. Third parties may administer access to some content, incloding delivery,
gameplay or customer service, To enable third parties to provide such access to you,
SCEA must provide them with your personal information. If you do not consent (o
allow us to share your personal information with third parties for the purpose of
providing you with access to Sony Online Services content, you will not be able
participate in any Sony Online Services. In order to access certain content, you may
be required to accept additional content-specific usage terms and conditions of
SCEA or third party companies ("Usage Terms™)
any other agreement, in the event of any conflict between this Agreement and the

Norwithsianding any provision of

Usage Terms or any other terms and conditions in connection with Sony Online
Services or any disc-based product used with PSN. this Agreement shall control.

In addition. you may be able to set your PlayStation®3 computer entertainment
System or other authorized device to download or receive new content automatically
from the PlaySiation®Store withoot further notice to you when you sign into PN,
Such content will be subject to the terms of this Agreement.

http://legaldoc.dl.playstation.net/ps3-eula/psn/u/u_tosua_en.htmi
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4WALLEY

Al acee

s [0 content may eniv be purchased from SCEA using fands from a wallet

je Servi

associated with your Sony Onl S¢S ATCOLNL,

Your existing PSN wallet will
od on Qriocity. You must transition

be used for purchase of content or services off

vour Qriociy account to a PSN sccount for purchase of content or services available
on PSN

made through the Master Account’s wallet. A Sub Account does sot have a separate

All purchases made by the Sub Account or the Master Account must be

wallet, Master Accoun

s can sef a maximum spending amousnt for each Sub
Account, efiective at the beginning of the following month. A Master Account
("Limit"y,

using either (i) a credit or debit card: {11} a prepaid card or promotional code with a

holder can fund the wallet up w0 a maximum amount determined by S¢

specified value where available; or (iit) other payment methods approved by SCEA

and made available from time o time in each specific country, SCEA has no

obligation to reverse or refund unauthorized charg
card.

es made on your credit or debit

Except as otherwise permitted by applicable law or as expressly provided in this
Agresment, funds added to the wallet are non-refundable and non-transferable.
wallet funds have no value outside Sony Online Services and can only b used to
purchase aceess to content from SC

A through Sony Online Services. Subject o
applicable law. wallet funds that are deemed abandoned or wusec

sy faw will not
be returned or restored.

5. PREPAID CARDS AND PROBUCT CODES

SCEA may provide prepaid cards that allow users o redeem content on Sony Online

Services or fund the wallet. The value of a prepaid card contributes to the Limit. If
you acquire a prepaid card that has a value that. when added to the wallet's existing
halance, exceeds the Limit, you will not be able to apply the value of the prepaid

card to the wallet unti} sufficie

nt funds have been spent from the wallet (o allow the
sum of the full value of the prepaid card and wallet 1o be equal to or less than the
Limit. Except as permitted by 5S¢

4. the Master Account wallet will only accept
prepaid cards with currency value from the same country as the one designated for
the Master Account.

4 or third parties may provide product codes which can be used {0 access
content, including promotional content. Product codes may not be available in all
countries or 1o all users, and age restrictions may apply. Some product codes must
be used before a specified expiration date and in accordance with specified terms
and conditions. Uinless otherwise stated, product codes may be used once only by
the recipient and may not be transterred or sold to any other person.

SCEA is not responsible or liable for any claims arising as 4 result of prepaid cards
or product codes, including any problems or defects in connection with prepaid
cards or product codes. Your use of the prepaid card in the United States and Canada
is subject to terms and conditions at http://www.us.playstation.com/card. Additional
terms and conditions may accompany the prepaid card or the product code.

6. PURCHASES AND TRANSACTIONS

- http://legaldoc.dl.playstation.net/ps3-eula/psn/u/u_tosua_en.html
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and ransactions on any Sony Online Service are solely between you

Al pured

and SCEA. By completing a ransaction roagh your Master Account or allos

ransaction 1o take place through an associated Sub Account, you are {i)

by the &

er Account and its associated Sub Accounis,

pay for all purchases made

inclading recurring charges for subscriptions that are not cancelled: (i) authorizing
SCEA 10 deduct from the wallet and charge your credit card all applicable fees due

and payable for all purcha_ made by the Master Account and its associated Sub
Accounis: and (iil) agreeing to any applicable Usage Term and the terms and

conditions associated with use of the particular content or service. To the extent

permitted by applicable law, all sales are final upon the completion of your

purchase, including purchase of rental content. subscriptions and other

products or services. To the extent permitted by applicable aw. socess to content is
not ransferable except as expressly allowed under applicable terms of service. Prior
1o vour purchase, vou ate encouraged o review description of the content or service

vou are acquiring and the content itself, where available (such as trailers. previews

and demos). SCEA reserves the right to deduct from the wallet any fee. pum!t\f oF

other charge resulting from a Master Account holder's request to the ster Acgoum

holder's credit card company 1o reverse charges for a purchase. SCE
¢

»\‘ reserves the

iuht to tenminate the Master Account and all Sub Accounts assoviated with the

Inleaof

aster Account for failure to pay for purchases, among other this
terminasion of the Master Account, SCI

<

A may elect to provide a mechanism by
which s Master Account may fund the wallet o prevenithe

aster Account and it
associzted Sub Accounts from being terminated. Except as otherwise provided, ali
transactions are made in the curency of your conntry of residence. Features.

specifications. prices. services and content are subject to change or withdrawal at
any time and SCEA does not provide any refunds in the event of a price drop, a
subsequent promotional offering or preduct removal. Special product. prices and
promotions are no longer valid once “hev are changed or removed. Prices listed do
rot include sales tax. Applicable sales tax will be calculated and added at the time
vou purchase aceess to the >pch1fto content, In certain jurisdictions, local la

require that prices include all applicable taxes. in which case this will be indicated at
the time of purchase. To the extent permitied by applicable faw. all sales are subject

to the faws of the State of California, County of San Mateo.

You may be able to make punh ases only from a designated Sony regional company
which is determined by your countr

area of residence. Your countryiarea of
residence may be verified by your credit or debit card number and may be rejected If
the information does not match. 1f you are a Master Account holder, vou will receive
an email summary for each purchase after it is made, if you have given us a valid.
current. operational email address. Please print and retain these emails for your
records. You can view vour purchase history in the account management area.

Although SCEA will try o ensure that all prices, product descriptions. and its
associated terms and conditions are accurate, errors may occur. If we discover an
error in the price of items you have ordered, we will contact you promptly. You will
have the option of either reconhrmnm vour order at the correct price or canceling it
If we are unable to contact you, your order will be cancelled.

Uipon SCE
j

made available to you through your Sony Online Services account that you used to
purchase the item, until such time as §

s confirmation of your purchase, access to the purchased item will be

LA removes the item. We encourage you to

http://legaldoc.dl.playstation.net/ps3-eula/psn/u/u_tosua_en.html
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Hem immedi

downivud or gecess _\-oa St

dely afler purchase. You bear all

risk of loss for accessing your comtent, icluding complating the download of any

cotent, ¢ lﬂ“ that you have the necessary capat hilities 1 viev FNOur content.

including content provided at hi efinition, and f()v any loss of content

vou heve downloaded, inclue toss due to a file corruption or hard drive crash.

i
before it is removed and for ongoing storage and safekeeping of vour content, SCEA
fad

\ ou are solely responsible if you do not choose w download or access the content
is not obligated 1o provide you with replacement copies for any reason.

It you do not have sutficient funds o

yur wailet to make a purchase and you have

previously entered your credit card information. we may automatic eJh charge vour

eredit card a mipimum amount determi "Mintmam Fee") to make the

purchuse. even i the Minimum Fee exceeds the cost of your purchase. Any
difference betwcen the Minimum Fee and the cost of the purchase will be credited to
vour wallet. Additional procedures apply o subscription purchases. Please read
Section 10 "SUBSCRIPTIONS'

{0 content or services are not refundable.

Y of this Agreement for details. Purchases of access

SRAL LICENSE RESTRICTIONS AND TERMS

Except as stated in this Agreement. all content and software provided through Sony
Online Services are licensed non-exclusively and revocably 1o you, your children
and chifdren for whom vou are a legal guardian {collectively for purposes of this

section, "You™ or "Your™). solely for Your personal, private, non-transferable. non-

conmymercial, limited use on a ;fm:‘"d number of activated PlayStation®3 computer

entertainment

any other hardware devices, %n h. diny peripherals that are sold or licensed by a Sony
company. authorized by SCEA In the country in which your account is registered.
Al intellectual property rights subst

g Sony Online Services, including all
software. data. and content subsisting in or in connection with the operation of Sony
Online Services. the Online 1D, the access to content and hardware used in
connection with Sony Online Services (collectively defined as "Property”), belong o
SCEA and its licensors. All use or access to Property shall be subject to the terms of

this Apreement, other applicable agreements, if any. and all applicable copyright and
intellectual property rights laws. You may not sell, rent, sublicense, modify, adapt,

translaie, reverse engineer, decompile. or disassemble any portion of the Property.
ceept as stated in this Agreement or otherwise expressly permitted by SCE

E A
writing, you may not reproduce or transfer any poﬁ:ion. of the Property. You may not
create any derivative works, attempt to create the source code from the object cede.

or download or use any Property for any pu:g hu‘ than as expressly permitted.
You may not bypass, disable. or circumvent any ncrvpﬁon. security, digital rights

management or authentication mechanism in connection with Seny Online Services
or any of the content or service offered through Sony Online Services, You
acknowledge that Sony Online Services and content or service provided through
Sony Online Services, may contain security or technical features that will prevent
use of such content or service in vielation of this Agreement. The Property is not
licensed to you for resale, public performance, display, distribution or broadceast.
You acknowledge that some content providers and licensors are intended thivd party

beneficiaries who have rights to enforce this Agreement against you and your
permitted users. Except as expressly granted in this Agreement, SCEA and its

licensors reserve all rights. interests. and remedics in connection with Sony Online

http://legaldoc.dl.playstation.net/ps3-eula/psn/u/u_tosua_en.html






























